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FOREWORD FROM ATTORNEY GENERAL CHRIS CARR

Dear Service Members and Veterans:

Thank you for your service, sacrifice, and duty to our country.
You serve as role models for our state and nation, and we
owe you a debt of gratitude that we can never fully repay.

As Attorney General, one of the great honors | have is to
support our men and women in uniform who are and were
willing to put themselves in harm’s way to defend freedom
both at home and abroad.

It’s because of your sacrifices that we’re able to live, work,
and worship freely in the greatest state — in the greatest
country —on Earth. It’s also exactly why we must continue
to stand with and support you and all of our military families
with every opportunity granted to us.

We’re fighting for you each day, and we’re honored to
provide this guide to our military members so that you can
better protect yourself from scams and dishonest business
practices.

You shouldn’t have to worry about losing your home, your finances, or your personal
information to a criminal or a thief. That’s why we hope that you will use this guide to arm
yourself with the information and knowledge necessary to interact more safely with
different parts of everyday life.

Should you encounter or fall victim to a scam, my office is here to help. Just reach out to us,
and we will ensure the law is enforced.

Always remember, you have a friend and unwavering supporter in our office.

Whether you’re stationed here at one of our many military bases or a permanent resident
of our great state, I’m proud and honored that you call Georgia home.

Sincerely,

Christopher M. Carr
Georgia Attorney General
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IDENTITY THEFT

Warning Signs of ldentity Theft

There are a number of ways you might discover that
someone is using your personal or financial information.
You might see unfamiliar charges on your credit card or
bank accounts, get calls about debts you do not owe, or

find unfamiliar accounts on your credit report. You might
even file your income taxes, only to receive a notice from the
IRS indicating that taxes have already been filed using your
Social Security number.

What To Do if You Have Been the
Victim of Identity Theft

For financial-related fraud, immediately contact the
financial institution or retailer to report the fraud.
For any compromised credit or debit cards, ask the
company to cancel or close the account and issue a
replacement card.

Contact the credit reporting agencies to place a fraud
alert on your accounts:

o Experian (Experian.com) 1-888-397-3742

o Equifax (Equifax.com) 1-888-766-0008
o TransUnion (TransUnion.com) 1-800-680-7289

Go to the Federal Trade Commission’s Identity Theft website (identitytheft.gov) to create an identity
theft report and a recovery plan.

Review your credit reports now and at least once a year. Go to the Annual Credit Report website
(annualcreditreport.com) to get your free credit reports. If you see any unfamiliar accounts or
transactions on your reports, contact the credit reporting agency to dispute the charges and have
any unauthorized accounts removed.

You may choose to file a police report with your local police department.

In the event of tax identity theft, go to the IRS website (irs.gov) to complete and submit IRS Form
14039 - “Identity Theft Affidavit.”

If you are a homeowner, check your homeowner’s insurance policy to see if it protects you from
losses due to identity theft.

Tell your commanding officer about your situation and the steps you have taken to resolve it.
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Reducing Your Risk of Identity Theft

¢ Monitor your accounts — Review your credit card

and bank statements carefully and often. If you see
a charge you do not recognize, contact the fraud
department of the financial institution to dispute it
and have the compromised card deactivated.

Beware of phishing and smishing — Criminals

can easily impersonate government entities, law
enforcement, or well-known companies. Unless you
contact the company first through a verified number,
never give out sensitive information (like your Social
Security number, military ID, or bank account
information) over email, text message, or phone.
Never click on links or download attachments from
unknown senders. If you think the contact might be
legitimate, find the verified contact information by
checking your bill, account statement, or through
an internet search and call that number to confirm
whether there is truly an issue that requires your
attention.

Use strong and unique passwords — The longer

the password, the tougher it is to crack. Mix letters,
numbers, and special characters. Use a different
password for each of your accounts so that if
someone hacks into one account, the person
cannot take over all your accounts. You may want to
use a password manager to automatically generate
and store long, complex, and unique passwords

for each of your online accounts. To keep your
password manager extra safe, you can secure it with

Check your financial accounts
often for any transactions you
did not authorize. Contact your
financial institution immediately
to report suspected fraud.

multi-factor authentication (such as facial recognition).

Active-Duty Alert - If you are an active-duty service member, you can place an active-duty alert
on your credit accounts. With this alert in place, creditors will have to verify your identity before
extending credit in your name, thereby making it harder for a criminal to open an accountin your
name. The alert lasts 12 months but can be renewed or removed at your request.
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e Credit Freeze — Consider placing a credit freeze (also known as a “security freeze”) on your credit
accounts. With a freeze in place, credit reporting agencies may not release your credit report or
credit score unless you first remove the freeze by providing the password, thus preventing criminals
from fraudulently opening unauthorized credit accounts in your name. To place a freeze, you must
contact all three credit reporting agencies:

o Experian (experian.com/help/credit-freeze)

o Equifax (equifax.com/personal/credit-report-services/credit-freeze)

o TransUnion (transunion.com/credit-freeze)

Reduce your risk of tax identity theft - File your taxes early before an identity thief tries to do so.
You can also protect against tax identity theft by getting an identity protection PIN from the IRS. Be
aware that once you have obtained a PIN number, you will be required to provide this number every
time you file your taxes. To learn more, visit the IRS website (https://www.irs.gov/identity-theft-fraud-
scams/get-an-identity-protection-pin).

Protect your military ID - If your military ID has been lost or stolen, contact the agency that issued it
immediately.

Safely dispose of sensitive information - Before discarding any bills, statements, or other
documents containing personal or financial information, make sure to shred or burn them.
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CREDIT AND DEBT

Service members who find themselves strapped for cash and unable to pay their bills may resort to
predatory loans. These loans may help borrowers get a hold of cash quickly, but the downsides usually
outweigh the benefits.

Payday Loans

Payday loans are short-term, high-interest loans that must be repaid by the borrower’s next payday. They
do not require a credit check, but with the interest and fees, the annual percentage rate (APR) of these
loans is typically 391% or more. When the loan is due, the borrower must pay back the loan, plus interest
and fees. Also at this time, many borrowers find themselves needing to take out another payday loan to
cover their expenses and then get trapped in a vicious cycle of debt. Although payday lending is illegal in
Georgia, payday lenders still have ways to target you and your family.

You should also be aware that installment lenders licensed by the Georgia Department of Banking and
Finance can make loans of under $3,000 subject to the requirements of the Georgia Installment Lender
Act and the Department’s Rules.

Title Loans and Title Pawns

Car title loans and title pawns are short-term
loans where a vehicle’s title is held as collateral
until the loan has been repaid. These loans, which
often have terms of 30 days or less, can have

high fees and interest rates, potentially reaching

a 300% APR. This makes the loans difficult to pay
back, and if you default on a title loan, you could
lose your vehicle. Here again, many borrowers
have trouble paying back the initial loan and end
up taking out one or more additional title loans

to cover their original obligation. The Consumer
Financial Protection Bureau found that four out of
five title loans are renewed and one in five title loan
borrowers end up having their cars repossessed
due to failure to repay the loan. Under the Military
Lending Act, lenders and creditors are forbidden
from using the title of a vehicle as security unless
they are a licensed bank, savings association, or
credit union.
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Protections under the Military Lending Act

The Military Lending Act (MLA) applies to active-duty service members (including those on active Guard
or active Reserve duty) and covered dependents.

Your rights under the MLA include:

e A 36% interest cap. You cannot be
charged more than a 36% Military
Annual Percentage Rate (MAPR),
which includes the following costs
in calculating your interest rate (with
some exceptions):

(0]

(0]

Finance charges;

Credit insurance premiums
or fees;

Add-on products sold in
connection with the credit;
and

Other fees like application or
participation fees, with some
exceptions.

* No mandatory waivers of consumer protection laws. A creditor cannot require you to:

(0]

(0]

Submit to mandatory arbitration; or

Give up certain rights you have under state or federal laws like the Servicemembers Civil
Relief Act.

* No mandatory allotments. A creditor cannot require you to create a voluntary military allotment to
get the loan. An allotment is an automatic amount of money taken from your paycheck to pay back
your loan.

¢ No prepayment penalty. A creditor cannot charge a penalty if you pay back part or all of the loan

early.
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Alternatives to Predatory Loans

Below are tips that may help you avoid taking out a predatory loan.

e Make a realistic budget based on your netincome and actual expenses. See if there are any
unnecessary expenses that can be eliminated or any opportunities for savings. You can find
a blank budget worksheet on the Attorney General’s Consumer Ed website

(consumered.georgia.gov/budget).

e For free financial counseling, contact
Military OneSource at 800-342-9467. The best way to maintain good credit is to

e Contactyour creditors to see if you can pay your bills on time and keep your credit

set up a payment plan that would help card balances low.
you avoid late fees and high interest

charges. Note that if you have debt that was incurred before you entered military service, section 527

of the Servicemembers Civil Relief Act (SCRA) can limit the interest rate to 6%.

¢ |fyou have to borrow money, consider contacting your bank or credit union about getting a loan with

more reasonable interest and repayment terms.
e Consider aloan from family or friends.

If you have an issue with a consumer loan, you can visit the JAG Legal Assistance Office locator
(https://legalassistance.law.af.mil/) to find help. You can also ask your installation financial readiness
office for information.

Your Credit History

When you apply for a loan or credit card,
the creditor wants to know whether you
are an acceptable credit risk before
deciding whether to extend credit to you.
To make this assessment, the creditor
pulls a copy of your credit report, which
shows a history of your loans and credit
accounts, the dates the accounts

were opened, your credit limits and

loan amounts, account balances, your
payment history, requests for your credit
reports, collections actions, unpaid child
support and alimony, and bankruptcy
filings.

There are three major credit reporting
agencies - Equifax, TransUnion, and
Experian —each of which maintains a credit report for you, along with a credit “score,” which is a 3-digit

number designed to be a snapshot of your creditworthiness. If you have bad credit, as indicated by a low
credit score, your request for a loan or credit card may be denied or subject to a higher interest rate than

someone with good credit.
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How to Establish Credit or Improve Your Credit Score

If you are trying to establish credit for the first time, or if you have

bad credit and want to improve your credit score, start by making

a budget and living within your means. Keep track of your bank

balance so that you do not bounce checks. Get a credit card,

then use it to make inexpensive purchases and pay the bill in full

when it arrives. If you cannot get a credit card due to poor credit,

you can try to get a “secured” credit card from your bank or credit

union, whereby you make a cash collateral deposit in a specific

amount (usually between $200-$300), which then becomes the

credit line for your account. So, for example, if your depositis

$300, you can charge up to that amount. Typically, a secured

card requires an annual fee and has a higher interest rate than

an unsecured card. Note that this is not the same as buying a

“prepaid” debit card at a store, which will not affect your credit.

Another way to establish credit is to see if a family member can co-sign for a loan or provide the down
payment on your car or home while you make the monthly payments. Paying rent and utilities on time
can help you establish or improve your credit, but only if your landlord and utility providers report that
information to the credit reporting agencies, and not all of them do.

Be aware that most negative credit information will remain on your credit report for seven years. Watch
out for companies that promise they can “repair” your credit. With very few exceptions, credit repair is
prohibited by Georgia law. No one can legally remove negative information from your credit report if the
information is accurate. Furthermore, it is illegal for companies to charge you any up-front fees for credit
repair services.

However, there are some things you can do to help improve your credit score in the meantime:

e Pay bills on time. Late payments hurt your score more than anything, except not paying at all or
bankruptcy.
|
Time is the only thing that can erase
negative information from your credit
e Apply for new credit accounts only as needed. report, (provided the information is
¢ If you have a negative payment history with your accurate).
existing credit accounts, open a new credit
account and pay responsibly.

e Pay more than the minimum due each month.

e Keep credit card balances low.

e Consolidate inquiries. Every time you apply for a credit card or loan, the creditor or financial
institution requests to see a copy of your credit report. Each such request is considered an “inquiry.”
Too many inquiries can hurt your credit score. Since credit bureaus do distinguish between loan-
shopping for a single loan versus a search for multiple new credit lines, you should try to consolidate
inquiries within a 14-day period if you are shopping around for a loan.

e Review your credit report regularly and correct any errors. You can get free credit reports annually by
visiting AnnualCreditReport.com. You can get additional free copies of your credit reports as often as
once a week by contacting the credit reporting agencies directly: Experian (Experian.com), Equifax
(Equifax.com), and TransUnion (TransUnion.com).
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Managing Your Prior Debts While on Active Military Duty

Under Georgia law and the provisions of the Servicemembers Civil Relief Act of 2003 (SCRA), there are
circumstances under which you may qualify for:

e Areduced interest rate on mortgage payments, credit card debt, auto, and other loans;
e Protection from eviction, including your family members, if your monthly rent is $2,465 or less;

¢ Release from a home or motor vehicle lease;

Delay of all civil court actions, including bankruptcy, foreclosure, and divorce proceedings;

The right to vote in your home state of record; and
e Protection from having to pay taxes in two different states.

This federal and state law covers any member of the uniformed services as you enter active duty and until
the day you separate, including Reserve and Coast Guard members called to active duty and officers

of the Public Health Service and the National Oceanic and Atmospheric Administration. The law’s
protections do have limitations but may be of special interest to you if you are a member of a reserve
component called to active duty.

When Debt Gets Out of Hand

Personal debt can easily become unmanageable, especially if there
has been a change in employment status, divorce, illness, death, or
other crisis. If you are unable to stay up to date on your payments, it
can negatively impact your military career. For example, you could be
denied security clearance or a promotion.

When you realize you are unable to make your payments, the first
thing you should do is contact your creditors to inform them of your
situation and see if you can set up a new payment plan, possibly with
reduced payments.

If you are a homeowner, contact your mortgage company and explain
your situation to them. You may be able to modify the terms of your
loan, get a forbearance (a temporary reduction or suspension of your
mortgage payments), or set up a repayment plan. Contacting your
lender, and doing so early on, is the single most important thing you
can do to avoid foreclosure.

If debt gets out of hand, it can also be helpful to contact a credit counseling service or debt management
company. They can provide practical and legal financial advice regarding the use of credit. They can also
renegotiate the terms of your credit agreements and arrange to pay off your debts. But take care when
choosing a debt management company, as not all of them are legitimate. Some may charge excessive
fees, misrepresent what they will be able to accomplish, or not pay your creditors in a timely manner,
thus actually worsening your debt problems and your credit score. For free financial counseling, contact
Military OneSource at 800-342-9467. The National Foundation for Credit Counseling (NFCC) can also
help you locate a reputable credit counseling service in your area. You can contact them at 800-388-2227
or on the NFCC website (https://www.nfcc.org/).
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Make sure you know your legal rights concerning debt management companies. Under the Georgia Debt
Adjustment Act:

e A debt adjuster may not charge you a fee of more than 7.5% of the amount you pay monthly to the
debt adjuster for distribution to your creditors.

e All funds received from a debtor, minus authorized fees, must be disbursed to creditors within 30
days.

¢ A separate trust account must be maintained for your funds, along with certain insurance coverage,
and audited annually.

e Copies of these audits and insurance policies must be filed annually with the Georgia Attorney
General’s Consumer Protection Division.

You can report any violations of the Debt Adjustment Act to the Georgia Attorney General’s Consumer
Protection Division by visiting consumer.ga.gov or calling (404) 651-8600.

You should also be wary of companies that offer debt settlement services. Debt settlementis when a
company negotiates with your creditors to reduce the amount of debt you owe. These companies often
advise consumers to stop making payments to their creditors until a negotiated settlement has been
reached and to instead make payments to the debt settlement company. Not only is this scenario illegal
in the State of Georgia, but it may also end up worsening a consumer’s money problems. Credit card
companies are under no obligation to reduce the total amount of debt you owe. So, if you have stopped
sending them monthly payments and no negotiation is reached, your balance will be even higher than it
originally was —thanks to interest and late fees — and your credit rating could take a further hit.

Debt Collectors and Your Rights

Who is a debt collector?

Under the federal Fair Debt Collection Practices

Act (FDCPA), a debt collector is any person who
regularly collects debts owed to others. This includes
attorneys who collect debts, as well as collection
agencies and other companies that collect debts

for other businesses. The FDCPA does not apply to a
creditor collecting its own past-due accounts.

What kinds of debts are covered under this law?

Personal, family, and household debts are covered

under the FDCPA. This includes money owed

for medical care, charge accounts, credit cards, and car loans. Business debts are not covered
by the FDCPA.
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How is a debt collector allowed to contact me?

e Adebt collector may contact you directly in person or
indirectly, such as by mail, telephone, or e-mail.

¢ Without your express permission or permission
granted through a court order, a debt collector may

not:

o Contactyou at unreasonable places or times

(such as before 8:00 a.m. or after
9:00 p.m. local time);

Contact you at work if they know your

employer disapproves of personal calls; or

Contact you when the debt collector is aware

you are represented by an attorney.

Can a debt collector contact others about me or my

debt?

If you have an attorney, the FDCPA prohibits a debt collector from contacting anyone other than your
attorney. If you do not have an attorney, the debt collector may contact other people, but only for the
purpose of finding out where you live or work. The collector cannot tell these people or anyone else
(including your employer) that you owe money. When contacting someone other than the person who
owes the debt, the collector must give his or her own name but is not allowed to state the name of the
collection agency unless specifically asked for it.

A debt collector may discuss the alleged debt with your spouse, your parents or guardian if you are under
the age of eighteen, the executor of your estate, or a cosigner on the account or loan.

What practices are debt collectors prohibited from using?

e Harassing or abusive tactics. Debt collectors may not:

(0]

Use or threaten to use violence or
criminal means to harm you, your
reputation, or your property;

Use obscene or profane language;
Advertise that you owe a debt;

Advertise your debt for sale;

Illegal credit repair, unlawful debt management,
or abusive debt collection practices should

be reported to the Georgia Attorney General’s
Consumer Protection Division by visiting
consumer.ga.gov or calling (404) 651-8600.

Telephone you, or cause a telephone to ring, repeatedly or continuously with the intent to

annoy or harass; or

Place telephone calls without meaningful disclosures of their identity.
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e False or misleading representations. Debt collectors may not misrepresent the truth. A debt
collector cannot pretend to be anyone except a debt collector. The collector must tell the
person who allegedly owes the debt that the debt collector is trying to collect the debt and
may not deceive you by:

(0]

(0]

O O O O o

(e}

Using a false company or creditor name;

Implying the communication is from anyone other than a debt collector;
Misrepresenting the amount of the debt;

Threatening to disseminate false credit information about you;

Falsely representing that they are government representatives;
Threatening legal action that is illegal or that they do not intend to take;

Falsely representing that you have committed a crime or that you will be arrested or
imprisoned;

Falsely implying that the debt collector is employed by a credit bureau;

Falsely implying that they are attorneys or that an attorney is involved in the collection of the
debt;

Falsely indicating the legal status of papers or forms sent to you;

Using any words or symbols in their notices to make the person who allegedly owes the debt
think the notices are legal documents when they are not; or

Sending you something that resembles an official document from a court or governmental
agency.

e QOther prohibited unfair practices. Debt collection agencies may not:

(0]

Collect an amount greater than what you
owe;

Deposit a postdated check prior to the date
on the check;

Communicate with you about a debt by
postcard;

Use envelopes that reveal information
indicating that the sender is a debt-
collection agency;

Cause you to incur a communication expense, such as a collect telephone call charge,
telegram fee, wire fee, or other similar charge, through the concealment of the true purpose
of the communication; or

Garnish your wages or take your home or possessions without a court judgment. (An
exception exists for federally guaranteed student loans that are in default.)
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What information must a debt collector provide me?

Within five days after the first time a debt collector contacts you by phone or in writing, the debt collector
must send a written a notice telling you:

e The amount of money you owe;
* The name of the original creditor with whom you incurred the debt;

e That unless you dispute the validity of the debt, or any part of the debt, within 30 days of the date you
receive the notice, the debt will be assumed to be valid;

e Thatif you notify the debt collector in writing that you dispute all or part of the debt within those 30
days, the debt collector must mail you a copy of a verification that you owe the debt; and

e That the debt collector will provide you with the name and address of the original creditor, if different
from the current creditor and if you so request.

What do | do when the debt collector calls me?

e Getting calls from a debt collector can be stressful.
Remember that the collection of a debt is a business
transaction, so keep it professional and do not take it
personally.

e Make a record of your conversations with the debt
collector. Think before avoiding contact with a debt
collector, as this may only cause increased or more
aggressive collection efforts.

¢ |f you owe the debt but do not have money available
to pay it, ask the debt collector if you can work out a payment plan. Be honest about what you can
afford to pay. If the agency agrees to a new payment plan, get it in writing.

Can | stop a debt collector from contacting me?

Yes. If you want all debt collection contact to stop, and it is a debt collection agency rather than the original creditor
who is contacting you, you have the right to request that they not contact you again. This request must be in writing.
Make sure to include a statement that your letter is not meant in any way to acknowledge that you owe this or any
other sum of money.

Send your letter by certified mail, requesting a return receipt so that you have proof of its delivery. Once the agency
receives your letter, its employees can only contact you one more time to explain what action they plan to take.
After that, contact must stop.

You can also request that a collection agency not call you at your place of work. Send the same type of letter
discussed above and instruct the debt collector to refrain from contacting you at work. By law, the debt collector
must comply.

Remember, though, stopping the contact does not stop the debt-collection activities. The debt collector can still
send negative information to the credit reporting agencies, sue you in court, and garnish your wages or
file a lien against your property once a judgment is issued by the court.
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What if | want to dispute the debt?

If you do not owe the debt, or if the debt has already been paid, send the debt collector a written
statement that you dispute the entire debt or a portion thereof. Since a debt collector is required to verify
the debt by producing information that is responsive to your request, you should give enough information
to the debt collector in your dispute letter for the company to research each issue being disputed. If
appropriate, include copies of receipts, proof of payment, and any other information to back up your
claim. Make sure to include a statement that your letter is not meant in any way to acknowledge that you
owe this or any other sum of money.

You must send your letter within 30 days from your
receipt of written notice from the debt collector.
The debt collector is not required by law to cease
collection efforts if you merely call the collector
about your dispute.

Send your complaint to the collection agency by
certified mail, return receipt requested, and keep

a copy of your correspondence to them. Once the
agency receives your dispute letter, they must stop
further attempts to collect the debt until they send
you written verification to show that you do owe the
bill and that the amount of the bill is correct.

If you are questioning only a part of the bill, the debt
collector may not continue to collect on that part until having verified it to you. Since you would still be
liable for the rest of the bill, you should consider making arrangements to pay the undisputed part.

If you fail to dispute the validity of the debt, or any portion of the debt, within the 30 days, the debt
collector is entitled to assume the debt is valid and to proceed with collection activities. However, a court
may not construe your failure to dispute the debt within the 30-day time frame as an admission of liability
for the debt.

What if | am not the person who owes the debt?

If you are not the person the collection agency is looking for, write the dispute letter mentioned above and
explain the debt collector’s mistake. If you are unsure about your legal responsibility for a debt, check
with an attorney. If the collection agency is unable to obtain verification that you owe the debt, it may
return your account to the creditor and stop collection efforts. The agency is not required to notify you if it
does this. If the agency does return your account to the creditor, it may be assigned to another agency for
collection.

Is the process the same if | owe multiple debts?

If the same debt collector is attempting to collect multiple debts from you, the debt collector must
provide a separate notice for each debt. You must dispute each debt separately, and the collector must
provide separate validation information for each one.
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What if a disputed debt appears on my credit report?

Collection agencies are required to tell the credit reporting agency whether any dispute has been filed at
the time they report your debt, and they must update your record to show when the debt is paid.

If you wish to notify the credit reporting agencies that you dispute the debt, request a copy of your
credit report by visiting annualcreditreport.com or by contacting the credit reporting agencies directly
at Experian (Experian.com), Equifax (Equifax.com), and TransUnion (TransUnion.com). Then, follow the
procedures for disputing reported information.

How can | file a complaint against a debt collector?

If you believe your rights have been violated by a debt collector, you may file a complaint with the Georgia
Attorney General’s Consumer Protection Division (consumer.ga.gov), provided that the debt collector is
not an attorney. Remember that even if the debt collector violates the Fair Debt Collection Practices

Act (FDCPA), that does not erase any legitimate debt you owe. You may also file a complaint with

the Federal Trade Commission (FTC), which enforces the FDCPA. You can contact the FTC online
(reportfraud.ftc.gov). To file a complaint against a debt collector who is an attorney, contact the State

Bar Association (https://www.gabar.org/public/file-a-complaint).

Can | sue the debt collector through a private attorney?

Yes. Under the FDCPA, you have the right to sue a debt collector in state or federal court within one year
from the date of the violation. If you win, you may recover damages in the amount of any losses you
suffered as a result of the violation, plus an additional amount of up to $1,000.00. You may also be able
to recover court costs and attorney fees.
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HOUSING

Renters’ Rights And Duties

Your Landlord Must:

e Give truthful answers to direct questions
about the property;

Keep the property safe;

Make repairs;

Keep the property up to code; and

e Keep your utilities on even if you are late
with the rent.

Disclosures

The Consumer Leasing Act requires landlords
to provide renters with certain information

Read your lease carefully before you sign.

about the lease and the property, including:
e The number, amount, and due dates of payments;
e The conditions under which the renter can end the lease; and
e Certain fees or charges that the renter must pay or may have to pay.
Your Other Rights as a Tenant:

e The landlord cannot enter the property without permission unless there’s an emergency.

Freedom from unreasonable, disruptive conduct like excessively loud music.
* You cannot be charged a fee for ordinary wear-and-tear on the property.

e You do not have to pay rent if the property has become truly uninhabitable (e.g., flooded) and you
move out.

Unless the lease states otherwise, you can have visitors, as long as they are not disruptive.
You DO NOT have these rights unless the lease clearly says otherwise:

e A“cooling off” period that gives you a few days to back out of a signed lease;

e Agrace period that lets you pay the rent late without consequence;

e Partial rent payment without consequence;

Substantially changing the property without permission; and
e Access to a parking lot.

Your Duties as a Tenant:
e Paying for any damage caused to the property by your guests

¢ Telling the landlord (preferably in writing) about any necessary repairs
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Basic Allowance for Housing

Basic Allowance for Housing (BAH) compensates service members who do not live in government
housing. The amount you get depends on several things, including:

e Where you are stationed,;
e Your pay grade; and
e Number of dependents.
You can get BAH if you are stationed in any of the 50 U.S. states.

BAH does not cover your actual housing costs. Rather, it gives you an allowance based on the average
rental prices in your area. Because BAH is tied to local rental prices, the amount of assistance that a
service member receives can change from year to year.

If you spend more than your BAH on housing, you must pay for the difference yourself. If you spend less,
you can keep the remaining amount to spend on other things.

Early Termination of a Lease

Georgia law allows service members to terminate their residential leases early if they receive orders to:
e Move 35 miles or more from their residence; or
¢ Move into government housing.

Service members must give at least 30 days written notice to their landlord. The landlord is required to
prorate the lease based on the date the service member moves out.

Georgia law also limits how much rent you have to pay if you sign a residential lease for yourself or an
immediate family member and later receive a change-of-station order lasting more than three months. If
this happens to you, you only have to pay up to 30 days’ rent. You are responsible for the costs to repair
any damage that you caused.
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Rental Protections Under the Servicemembers’ Civil Relief Act

The Servicemembers’ Civil Relief Act (SCRA) allows active-duty service members to terminate a
residential or business lease if:

¢ The lease was entered into prior to active duty when the service member is called to active duty for
180 days or more; or

e The lease was entered into during active duty when the service member receives orders for a
Permanent Change of Station (PCS) or to deploy with a military unit for more than 90 days.

The SCRA also offers eviction protections to service members. Without orders from a court, a landlord
cannot evict service members or their dependents during their military service provided that (1) the
home is occupied or intended as a primary residence and (2) the monthly rent is below a certain amount.
Contact your nearest legal assistance office for the most up-to-date figures.

Landlords are not allowed to take service members’ property in order to get them to pay theirrent, a
practice called “distress.” If your ability or your family’s ability to pay rent is materially affected by your
military service, you may apply to the court, and the court must either grant a 90-day delay in eviction
proceedings or adjust the amount of financial obligations to preserve the interests of all parties.

VA-Guaranteed Home Loans

The U.S. Department of Veterans Affairs helps veterans, service members, and eligible surviving
spouses become homeowners by providing a home loan guaranty benefit and other housing-related
programs. VA Home Loans are provided by private lenders, such as banks and mortgage companies.
The VA guarantees a portion of the loan, enabling the lender to provide you with more favorable terms.
For more information and to check eligibility requirements, visit the U.S. Department of Veterans Affairs
website (www.benefits.va.gov/homeloans).

Benefits of a VA loan include:

¢ No down payment required
(unless required by the lender
or if the purchase price is
more than the reasonable
value of the property)

e Low interest rates

¢ No private mortgage
insurance premiums

e Limits on the amount of
closing costs
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Foreclosure

The SCRA offers service members certain protections

from foreclosure. Specifically, it requires that if a service
member obtained a mortgage prior to active duty, a
mortgage lender must get a court order before it can
foreclose on that service member’s home during any period
of military service and for one year thereafter. The court
may then temporarily pause the foreclosure proceedings

or adjust the amount of the service member’s financial
obligation when it can be shown that military service
impacted the service member’s ability to pay the mortgage.

If you are trying to avoid foreclosure, be careful of scammers who are out to steal your money with phony
promises of assistance. Below are some signhs of a phony mortgage assistance offer:

e Scammers demand money before you get any services. Thatis illegal.

e Scammers promise they can stop foreclosure or guarantee you a loan modification. They will take
your cash but will not deliver on their promises.

e Scammers may want you to pay only by cashier’s check, wire transfer, mobile payment app, or cash.
Scammers like these forms of payment because it is hard to get your money back.

e Scammers may try to convince you to transfer the deed to your home to them or ask you to sign a
document that provides for the transfer of the deed without explaining what the document means.
The deed is the legal document that proves who owns the home. If you transfer the deed, you are not
likely to get it back.

If you are having trouble paying your mortgage, you should first contact the bank that holds your mortgage
to see what options may be available to you. You can also consult your local military legal assistance
office for advice. To find a location near you, go to the U.S. Armed Forces Legal Assistance website
(legalassistance.law.af.mil). In addition, you can reach out to a HUD-certified housing counselor. To
locate one in your area, go to the U.S. Department of Housing and Urban Development website (hud.gov).
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Home Rental Scams

Rental listing scams can occur in a few ways. Scammers can copy legitimate rental listings and pretend
to be the landlord. Sometimes scammers use social media to post made-up listings for places that are
not actually available to rent or for places that do not even exist. In either case, the scammer will rush
you into paying an application fee, deposit, and/or first month’s rent and promise to get you the keys right
away, but instead, the scammer will disappear. You will be left without your money and with no place to
move into. Home rental scams can occur with vacation rentals as well.

Below are tips to avoid losing time and money to a rental listing scam:

e Search online for the rental address, plus the name of the property owner or rental company listed.
Do other ads come up for the same address? Maybe with a different owner or rental company name?
Those are signs of a scam.

e Look up the rental company’s website and check to see if the property is listed there too. If it is not,
the listing is likely a scam.

¢ Pay by credit card, which gives you the best protection against fraud. Scammers want you to pay in
ways that make it hard to get your money back, such as gift cards, wire transfers, paymet apps like
Apple Pay, Cash App, PayPal, and Zelle, or cryptocurrency. So, take caution if the landlord insists
that you pay by one of those methods.

¢ Do not sign a lease or pay for a property you have not seen, and never pay someone you have
not metin person. If you cannot see the apartment beforehand, ask if a friend can see it for you,
or keep looking.
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BUYING A CAR

Outside of a home, buying a car is one of the
biggest purchases you will make, and once you
sign a contract, there is typically no turning back.
So, itis crucial that you do your homework up
front. This is even more critical when you are
purchasing a used vehicle, since most used cars
in Georgia are sold “as is,” meaning that once
you sign the contract, the dealer is not required
to repair the vehicle or allow you to cancel the
contract if you encounter problems with the car.

Budgeting for a Car

Before you start looking at vehicles for sale, you

need to figure out how much you can afford to

spend. Most people cannot afford to pay for the entire vehicle up front, so they get an automobile loan
and finance the cost. You will need to consider:

e How much you can afford to pay up front as your down payment;
e How much money you can expect to get by selling or trading in your current vehicle; and
e How much of a monthly vehicle loan payment you can afford.

The first step is to create a budget so you can determine how much you are earning vs. how much
you are spending.

e Listyour current monthly netincome in one column. This includes your salary (after taxes) and any
other funds you are receiving regularly (e.g., child support, alimony, pension, etc.). In the second
column, list all your monthly expenses, including rent, utilities, food, child-related expenses, health
care, gas/fuel, car insurance?*, vehicle repairs and maintenance, entertainment, hobbies, clothing,
gifts, other shopping, student loans, credit cards, and/or loan payments, as well as money to set
aside for savings/emergencies. You can find a blank budget worksheet on the Attorney General’s
Consumer Ed website (consumered.georgia.gov/budget).

e Subtract your total monthly expenses from your total monthly netincome, and that is the amount
you can afford to pay for monthly car loan payments.

e Your monthly car payments should not be more than 10%-20% of your take-home pay (e.g., if you
make $2,000 a month after taxes, your monthly car payments should be no more than $400).

*Your auto insurance will likely increase if you replace your current car with a newer vehicle. If you are financing all or part of
the new vehicle, the lender will likely require you to have comprehensive and collision insurance, not just liability insurance.
Once you have found a car(s) that you are interested in purchasing, you can ask your insurance company to provide you with
an estimate for insuring the new vehicle so that you can budget accordingly.
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Getting Financing

Getting a car loan is often referred to as “vehicle
financing.” You can get financing from your bank,
your credit union, or a car dealership. The better
practice is to talk to your bank or credit union before
going to a dealership. Your bank or credit union may
be able to offer you a better deal on financing terms
than the dealership. Also, knowing what your bank
or credit union may offer can give you a basis for
financial negotiations with a dealership. Ask your
bank or credit union about your loan eligibility and
what interest rate they can offer you. When you go
to the dealership, you can compare any loan offers
they make with what your bank or credit union
offered you and choose to finance your vehicle
through the entity that offers you the most favorable loan terms.

Researching and Negotiating

You can do a lot of research and negotiating online before you step foot inside a dealership. This can save
you a lot of stress and can minimize the time you will spend at the dealership. Below are tips on how to
find a reliable car from a reputable dealer at a reasonable price.

. |
e Research makes and models. Do some online

research to see which vehicles are rated high The best way to ensure that a used
for reliability, safety, and performance. You vehicle is in good working order is
can check websites like Consumer Reports to have it inspected thoroughly by a

(consumerreports.org), Edmunds (Edmunds. trusted mechanic who is not affiliated
com), and Kelley Blue Book (kbb.com). . i
with the dealership.

e Choose a car dealership with care. Ask
friends or family members if they can
recommend a dealership based on their personal experience. You can also check a dealership’s
reputation by going to the Better Business Bureau’s (BBB) website (www.bbb.org) to see its rating,
how many consumer complaints have been made against the dealership, and how many of those
have been resolved. Also, finding more than one reputable dealership may provide you with more
leverage in negotiations because dealers are often more willing to negotiate a lower price if they
know you are shopping around at other dealerships.
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Make sure the vehicle is free of liens. If you are buying a car from a private seller, you should try

to avoid vehicles that still have a lien. A lien on a vehicle indicates that the bank still holds the title
because the current owner has not paid off the vehicle loan yet. You cannot legally register the carin
your name until the lien is paid off and the title is transferred to you. Using the vehicle identification
number (VIN), you can check whether there is a lien on a vehicle by going to the Georgia Department
of Revenue’s “Title Lien and Security Interests” page (https://dor.georgia.gov/motor-vehicles/title-

motor-vehicles/title-lien-and-security-interests).

Find a few vehicles you are interested in. Once you have found a couple of reputable dealerships,
go to their websites and find a couple of vehicles you are interested in buying.

Vehicle History Report. Get the VIN (Vehicle Identification Number) of the car(s) you are interested
in and pull vehicle history reports from websites such as Auto Check by Experian (AutoCheck.com)
and CarFax (CarFax.com). The reports will show if the car has been in any accidents, if it is a flood-
damaged, salvaged, or repurchased Lemon vehicle, what the odometer reading was at the last
service, if it was previously a leased or fleet vehicle, if the car was sold at auction, and how many
previous owners there have been. Although the report may not contain complete information, itis
still a very useful resource for better understanding a vehicle’s history and condition.

Find out the actual market value of the vehicle.Check Kelley Blue Book, the National Automobile
Dealers Association (nada.org), or Edmunds for the market value of the car you want to buy. You
will need to know the year, make, model, and mileage. Print that out and bring it with you to the
dealership so you can use it in your negotiations.

Personal Inspection/Test Drive. This step is especially important if you are buying a used vehicle.

You will want to inspect the vehicle thoroughly inside and out. Do the tires look good? Is there rust?
Do all the buttons/signals/indicators work? Ask if the car is still under the manufacturer’s warranty.
Take it for a test drive on both city streets and the highway. Drive with the radio off so you can listen

for any unusual sounds.
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¢ Pre-Purchase Inspection by a Trusted Mechanic.

When buying a used vehicle, this may be the single most
important thing you can do to ensure you are getting a
vehicle thatis in good condition. Before you sign anything
or pay any money, have the car thoroughly inspected

by a trusted mechanic who has no affiliation with the
dealership. This may cost around $100-$200, but it can
save you thousands of dollars and lots of headaches in
the long run. If the mechanic finds something wrong with
the car, but itis not a deal-breaker, you can use that to
negotiate a lower price.

Negotiate for a good price. Once again, you can save a lot of time and headaches by negotiating a
price online or over the phone. This may give you an advantage since you have more time to consider
an offer and make a counteroffer without feeling pressured. Always negotiate the total purchase
price, not the monthly payment.

o Foraused car, remember to refer to the Kelly Blue Book or other value books, such as
Edmunds or the National Automobile Dealers Association (NADA), in your negotiations.

o Ifyou are buying a brand-new vehicle, find out the invoice price, which is the amount the
dealer actually paid for the vehicle. This can be a good starting point for your negotiations.
Some dealers will sell a vehicle for near (and sometimes even below) invoice price,
especially if they need to move old inventory off the lot or if they will receive cash incentives
from the manufacturer for selling a particular vehicle.

o0 Negotiate the purchase price separately and before negotiating the trade-in value of your
current car. Better yet, consider selling your current vehicle on your own, separate from your
new transaction. Although it may take a little longer, people generally get more money by
selling their vehicle to a private seller than to a dealership.

o While advertised vehicle prices are supposed to include everything except tax, tag, title, and
Lemon Law fees, many dealerships nevertheless advertise prices that do not include the
dealer fee or certain add-ons. So, in your negotiations, always insist that the dealer give you
the out-the-door price and show you the breakdown of that price. In addition, make sure
that the price given is the one that corresponds to the financing terms you want.

¢ Review the contract carefully. Get all verbal promises in writing. Read your contract and paperwork
thoroughly and make sure you understand everything before you sign. Do not buy what you do not
want or need. Additional options (e.g., paint sealants, additional undercoating, fabric treatments,
anti-theft parts, and etching) and additional services (e.g., extended warranties or service contracts,
routine maintenance packages, credit life, or credit disability insurance) should be evaluated
carefully, as they may not be necessary or worth the price.

Take your time. Do not give in to high-pressure tactics. You can walk away. You can sleep on it. You
can go look at another car at another dealership and then come back. There will always be good
cars/good deals. Relax, breathe, and remember to listen to your gut.
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What documents are required to be part of a used-car sale?

¢ Bill of Sale: The seller should have this document signed and ready when you pay for the vehicle.

This document is important because you will need it to register the vehicle and get a license plate
(vehicle tag). It will contain the price of the vehicle and any other terms you agreed to. Make sure that
any verbal agreements are put in writing or the seller will not have to honor them.

Certificate of Title: This document establishes which person has legal ownership of the car. If you
are buying from a private individual, the seller must fill out the transfer information on the back of the
title before you buy the car. When applying for a title in your name, make sure you take the title with
you. You must promptly apply for a new title in your name at a tag office in the county where you plan
to register the car.

If you buy the car from a dealership and are financing the purchase of the car, the dealership or
financial institution that is providing the financing will hold on to the title until you pay off the loan.
Unlike a private seller, a dealership is required to apply for your new title on your behalf.

Odometer Disclosure Form: The Odometer Disclosure Form states the car’s current mileage.
Certain vehicles do not require this document, such as vehicles that are 20 model years old

or older. To read about other exemptions, visit the Georgia Department of Revenue’s website
(https://dor.georgia.gov/odometer-disclosure-information-0).

Buyer’s Guide: The Federal Trade Commission requires dealerships to have a Buyer’s Guide for each
used car they sell. You are entitled to the original guide or a copy at the time of sale. The Buyer’s
Guide tells you about the major mechanical and electrical systems on the car, including some of

the big problems you should look out for. It says whether the vehicle is being sold “as is” or with a
warranty.

Finance Agreement: If you finance the car through the dealership, any financing agreement must
be in writing. This agreement is often referred to as the Retail Installment Contract. You are entitled
to a completed copy after you sign it. Again, you should not sign the agreement until you have read it
carefully.
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Georgia’s Lemon Law

The Georgia Attorney General’s Consumer Protection
Division administers Georgia’s Lemon Law program,
which applies only to new vehicles purchased,
leased, or registered in Georgia. The law is designed
to help you get a defective vehicle repaired by the
manufacturer. If your motor vehicle cannot be
repaired after a reasonable number of attempts

and is found to be a “lemon,” the law requires the
manufacturer to replace or buy back (repurchase)
the vehicle.

To be eligible under the Lemon Law, you must be the

original owner of the vehicle, and the issue(s) must

have occurred within the first 24 months or 24,000

miles of ownership — whichever comes first. For additional eligibility requirements, visit the Attorney
General’s Consumer Protection Division website (consumer.ga.gov/lemonlaw).

If you are having a serious or recurring problem with your new vehicle, you should contact the Lemon
Law Unit of the Attorney General’s Consumer Protection Division by calling (404) 458-3827 or visiting the
website. Be sure to have your VIN number handy.

Common Pitfalls to Avoid When Buying a Car

e Spot Delivery - This is when the dealer allows the buyer to take the car home after the buyer
agrees to financing terms, but before those terms have been approved by the bank. While this is
legal, it can lead to trouble if the financing falls through, in which case you must return the car to
the dealership and pay a usage fee. This can be very problematic for a consumer, especially if the
consumer has already sold his or her old vehicle, or if the dealership does not notify the consumer
for weeks or months that financing was denied, resulting in a very high usage fee. It is highly
recommended to decline spot delivery and wait to take possession of your vehicle until
your financing has been approved.
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e Buy Here, Pay Here Dealerships — These used

vehicle dealerships typically employ high-
pressure sales tactics to sell poor-quality vehicles
to consumers with poor credit. The dealers

offer financing but at very high interest rates

and with large down payments required. It is not
uncommon for these cars to break down soon
after the purchase. If the consumer stops making
payments, the dealership will repossess the car
and refuse to return your down payment or any
other payments you have made. Itis best to get
financing through your bank or credit union, buy
a vehicle from a dealer with a good reputation,
and have a trusted mechanic inspect the vehicle
before you sign anything or pay any money.

Loan Packing — Some dealers will sneak add-ons into the sales contract, a practice known as

“loan packing.” These add-ons can include extended and limited warranties, GAP insurance, and
protection for fabric, paint, and tires. You do not have to agree to these added costs. If a dealer or
advertisement offers a vehicle for sale at a particular price, you should not be asked to pay anything
beyond that price with the exception of tax, tag, title, and Lemon Law fees.

Odometer Fraud - Dishonest sellers can change the odometer to make it look like the car has been
driven fewer miles than it really has. Some will also put false information on their odometer mileage
disclosure statements. Both of these practices are crimes in Georgia. To protect yourself, always get
a vehicle history report from websites such as Auto Check by Experian (AutoCheck.com) and CarFax
(CarFax.com) and check any service records the seller is able to provide.

Wrecked and Salvaged Vehicles — Some dealers and private sellers may try to convince you into
thinking that a damaged vehicle is perfectly fine. The damage could have been sustained from a
flood or a serious accident and may involve things such as electrical malfunctions, missing airbags,
and faulty parts. This damage can lower the value of the vehicle and cause additional problems. To
protect yourself from unknowingly buying a damaged car, always get a vehicle history report, inspect
the car for any signs of rust, mold, or mildew, and have the vehicle thoroughly inspected by a trusted
mechanic before you commit to the purchase.
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CONTINUING YOUR EDUCATION

The Gl Bill offers a number of programs and benefits to help service members, veterans, and eligible
family members pay for their education. Some of these include:

* Post-9/11 Gl Bill

e Montgomery Gl Bill Active Duty

e Montgomery Gl Bill Selected Reserve

¢ Yellow Ribbon Program

e Survivors’ and Dependents’ Educational Assistance (DEA) Program

For detailed information about these programs, eligibility requirements, and information on how to apply,
visit the VA website (https://www.va.gov/education/about-gi-bill-benefits/).

In addition, the Georgia HERO Scholarship Program (https://www.gafutures.org/hope-state-aid-
programs/scholarships-grants/hero/) provides educational scholarship assistance to members of the
Georgia National Guard and U.S. Military Reservists who served in combat zones and the children and the
spouses of such members of the Georgia National Guard and U.S. Military Reserves.
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How Do | Select the Right School or Program?

Your education is an important investment in your future. So, it

is important to take the time to research each school you are
considering. First, make sure you understand the difference between
non-profit schools and for-profit schools:

¢ Non-profit schools can be public or private. As the name implies,
these schools do not make a profit from students’ tuition.

o0 Public non-profits — In addition to tuition, public colleges
get their funding from the state’s taxpayers. The tuition at
public schools is generally much lower than that of private
schools, especially for in-state students. The largest
universities in the country are all public, although the size
of public schools can vary widely.

o Private non-profits tend to be smaller than public e

ones. They get their funding from tuition, investments,

and private donors. Tuition generally costs quite a Before selecting an
bit more than that of public colleges/universities and educational institution,
private for-profit schools. make sure itis
* For-profit schools are managed and governed by private accredited and research
businesses or corporations. They are beholden to their it thoroughly.

investors, which means their primary function is to make a
profit. Because of this, for-profit colleges may be less likely to
reinvest profits back into the institution.

Some for-profit schools are completely online, while others offer both in-person and online courses.
Their specialized workforce programs or flexible scheduling can be appealing. For-profit colleges
often aggressively recruit students, especially military personnel and veterans. According to the

U.S. Department of Education, National Center for Education Statistics, among full-time bachelor’s
degree-seeking students at 4-year postsecondary institutions, only 29% of students at for-profit
online colleges graduated within six years of enrollment in 2020, as opposed to 68% of students
who went to private non-profit colleges and 63% of students who attended public colleges. For this
reason, it is critical that you research a for-profit school carefully before enrolling.
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Important questions to ask when considering a school

1. Will this school get me where | want to go? Will | earn the credentials | want?

e Find out if the schoolyou are considering is accredited (https://ope.ed.gov/dapip/#/home). If the

schoolis not accredited, you may not qualify for the job you seek, rendering your educational
investment worthless.

Research the school’s programs and
majors. Does the school offer only
certificates, or does it mostly offer
bachelor’s degrees? Does it offer a
program that could lead to the career
you are interested in? If you are unsure
or undecided about what you want to do,
does the school offer a wide variety of
majors for you to explore?

Find out what you will have to do to
complete the program you are interested
in. Do not commit unless you understand
and are comfortable with these
requirements.

Are you interested in a profession that requires a license? Start by checking with the appropriate
Licensing Board of the Georgia Secretary of State’s Office (https://sos.ga.gov/licensing-division-
georgia-secretary-states-office) about what training and credentials it requires. Then ask the school
if its program meets those requirements. You may also be able to check with the Secretary of State’s
Office as to whether it accepts a particular school’s licenses. If not, consider another school.

2. What is the total cost, and how will | cover it?

¢ |n addition to post-9/11 Gl Bill benefits, service members may be eligible for federal financial
student aid that may offer more favorable terms than a private loan. The Department of Education
administers several major student aid programs in the form of grants, loans, and work-study
programs. For details, visit the U.S. Department of Education Federal Student Aid website
(studentaid.gov).

If federal grants or loans will not cover the cost, can you pay the amount you will owe on a payment
plan, or do you have to pay all at once? If the school offers a payment plan, what are the terms?

Canyou consider different school options? For example, community colleges often offer programs
similar to those of other colleges or universities for a fraction of the price.

Does the school offer institutional aid, like scholarships or need-based grants? What are the
requirements to get and keep this aid? Do you need to maintain a certain GPA, and will the
scholarship be available every year that you are enrolled?

Georgia Military Consumer Protection Guide



https://ope.ed.gov/dapip/#/home
https://sos.ga.gov/licensing-division-georgia-secretary-states-office
www.studentaid.gov
https://sos.ga.gov/licensing-division-georgia-secretary-states-office

3. Can | transfer credit | earn at this school to other schools? _

¢ Knowing the average debt and student loan default rate among

e Askthe school about its policy. How easy is it to transfer credits? For More Information
 Will other schools take those transfer credits? Check with your Check out Military
state’s public university to see if it would accept credits from the Consumer
school you are considering. (MilitaryConsumer.gov) for
more information on how to
4. What percentage of students graduate? How much debt =l 2 elnee] e T
do they owe, and can they repay their loans? your needs.

recent graduates can tip you off that grads might be burdened by
too much debt or have trouble finding jobs in their field.

Use the U.S. Department of Education College Scoreboard (College Scorecard) to find out the
average student loan debt and student borrowers’ default rates at the schools you are considering.

Ask the schools you are considering to give you information in writing about average salaries for
their graduates in the program you want to study. Compare that to what you learned from the U.S.
Department of Education College Scoreboard (College Scorecard) and the Department of Labor’s
Occupational Outlook Handbook (https://www.bls.gov/ooh/). If a school will not tell you the whole
truth about the success of its students, consider looking at a different school.

5. Is there pressure to enroll? Can | change my mind?

e |tis greatto find a school that wants you to enroll. But is a recruiter or advisor for the school rushing
you to commit? Are they pressuring you to decide before you have a chance to research the program
and confirm the details of financial aid? Recruiters, sometimes called “counselors” or “academic
advisors,” may get paid by the number of students they bring in. So be sure the school, its program,
and the cost are right for you, regardless of the rush.

Before you decide on a program, read the materials, including any documents the program wants
you to sign. Can you back out of your agreement to enroll? If so, do the materials tell you how? If the
school will not give you documents to review before you commit, do not enroll. Period.
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ASSISTANCE WITH VETERANS BENEFITS

You may see an advertisement or be contacted by someone who offers to help you with your veterans
benefits for a fee, perhaps by assisting you with applying for benefits, increasing your disability rating,
or expediting claims or appeals with the Department of Veterans Affairs (VA). Sometimes these
contacts come from unscrupulous individuals who charge excessive fees, make false promises,

or require you to sign a contract to pay a percentage of your monthly compensation payment to an
unauthorized individual.

While some veterans may choose to engage a
private entity for help with benefits, you should

be aware that the VA and its accredited Veterans
Service Organization (VSO) representatives, which
includes the Georgia Department of Veterans
Service, are available to help you with your VA
benefits free of charge. VA accredited claims
agents and attorneys can also assist you and may
charge fees for help with filing or appealing claims
decisions.

To help you avoid being scammed or overpaying for assistance with your benefits, the VA and the
Georgia Department of Veterans Service offer the following guidelines:

Do not pay anyone to help you file an initial claim for benefits.

Work with an accredited representative, Veteran Service Officer (VSO), or trusted attorney before
filing a claim, appeal or providing personal information.

Protect your personally identifiable information and never provide any systems login credentials,
such as user IDs or passwords for VA.gov and eBenefits, to anyone to access your personal
information. Accredited representatives, VSOs, and attorneys will never need access to your
account to file or appeal claims.

Do not sign a contract agreeing to pay an unauthorized individual or company a percentage
of your monthly compensation payment or retroactive compensation in exchange for their
assistance with your VA claim.

Verify accreditation by utilizing the Office of General Counsel accreditation tool
(www.va.gov/ogc/apps/accreditation/index.asp) before filing a claim or providing
personalinformation.

Always review all forms and documents. Do not sign a fee agreement with an individual or
company that refuses to sign a VA representation form (VA Form 21-22A).

Understand that accredited individuals and attorneys may charge a reasonable fee for appealing
a denied claim; generally, no one should charge you a fee greater than 33%.

Know you never have to make fee payments yourself. You can rely on VA’s direct payment
process, where VA will directly pay your representative for securing your past-due benefits. If
someone is unwilling to be paid that way, you should question why.
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e Be wary of companies that advertise they have special relationships with medical professionals and
can guarantee your VA benefits award percentage.

e Be wary of companies that advertise access to a VA fast lane for expedited rating decisions.

For more information about your veterans benefits, visit the U.S. Department of Veterans Affairs’ resource
page at www.va.gov/resources/ or call 1-800-827-1000. Veterans can also visit their local Georgia
Department of Veterans Service (GDVS) field office (veterans.georgia.gov/locations/veterans-field-
service-office-near-you) or see the GDVS FAQ page (veterans.georgia.gov/faq) for benefits help.
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SCAMS

According to the Federal Trade Commission (FTC), service
members and veterans lost over $584 million to fraud

in 2024 and submitted over 99,000 fraud complaints.
Fraudsters perpetrate scams through phone calls, emails,
text messages, social media, mail solicitations, phony
websites, online ads, and by going door-to-door. Scammers
are generally after one of two things: (1) your money or

(2) sensitive information, such as your Social Security
number, bank account information, or online usernames,
passwords, or PINs.

There are many different scams out there, with new ones
popping up all the time. But if you learn the common signs of
a scam, it will be easier for you to avoid becoming a victim —
regardless of the particular scheme.

Red Flags of a Scam:

¢ Requests for money or sensitive information, especially
from someone who initiated contact with you.

e Use of high-pressure sales tactics, e.g., telling you a
loved one is in danger, that your computer has been
hacked, or threatening to arrest you.

¢ Insistence that you pay via gift cards, cryptocurrency,
wire transfer, or prepaid cards.

e Get-rich-quick and other promises that sound too good
to be true.

e Charities that pop up quickly following a tragedy or
natural disaster.

e The company uses a name that closely resembles that
of a better-known, reputable organization.

e You have to pay money in order to receive a prize.

If someone contacts you asking for
money or sensitive information, DO
NOT RESPOND. If you think the

call or message may be legitimate,
you should instead contact the
organization through a verified
phone number, website, or email
to see whether there really is an
issue that needs your attention.

e Promises to recover money you have lost in other scams, for a fee.
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Imposter Scams

Imposter scams are when fraudsters pose as someone you trust in order to trick you into paying them
money. The scammer may pretend to be someone you know personally or claim to be working for

the military, a law enforcement agency, a well-known business, government agency, or charitable
organization. These scams often involve intimidation or scare tactics designed to induce victims to
hand over their money before they have had a chance to think things through. There are a variety of
these scams. Some of the common ones are listed below.

IRS Scam

How it works

A scammer calls, claiming to be an IRS agent. The caller tells you that you owe money to the IRS and
threatens to arrest you if you do not pay immediately by prepaid debit card, gift cards, or wire transfer.

What you should know

e The IRS will never call you to demand immediate payment, insist that you pay a certain way, (e.g., by
prepaid card or gift card), or ask for your credit or debit card number over the phone.

¢ |f you do owe taxes, the IRS will first contact you via the U.S. mail. They will not demand that you pay
taxes without allowing you to question or appeal the amount you owe.

¢ The IRS will not threaten to arrest you for not paying taxes.

¢ [fyou think you do owe taxes and are not sure whether a phone call or email is the real thing, do not
respond to the caller or emailer. Instead, contact the IRS directly at 800-829-1040.
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Work-from-Home Job Scams

How it works

Many people would like to make money working from home. Scammers know this, so they place ads,
often online, claiming that they have jobs where you can make thousands of dollars a month working
from home with little time and effort. The job could be anything from reshipping products to selling things
to people you know. Sometimes the scammers try to get you interested by saying that you can be your
own boss, start your own business, or set your own schedule.

But instead of making money, you end up paying for starter kits, so-called training, or certifications that
are useless.

What you should know

¢ |f someone offers you a job and claims that you can make a lot of money in a short period of time
with little work and no experience, that is almost certainly a scam.

e Do not pay for the promise of a job. Honest employers will never ask you to pay to get a job. Anyone
who does is a scammer.

Tech Support Scam

How it works

You receive a phone call from someone claiming to be a representative from Microsoft. The caller tells
you the company has detected a virus or malware on your computer and convinces you to give him/
her remote access to your computer to fix the problem. From there, scammers may ask for payment
so they can charge you for fake repair services, security software, or a monthly maintenance contract.
Even worse, they may install malware onto your computer that gives them access to usernames and
passwords for your accounts.

What you should know

e Microsoft does not make unsolicited calls to consumers about viruses, security issues, or software
fixes. If you get such a phone call, itis a scam.

¢ Never give control of your computer to someone who calls you out of the blue.

¢ Never provide payment or financial information to someone who calls and claims to be from tech
support.

¢ Do notclick on pop-up ads that claim your computer is infected with a virus, and do not call the
number listed on those ads.

¢ |fyou believe something is actually wrong with your computer or smart device, it is best to contact
an established electronics or computer retailer.
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Order Confirmation and Fraudulent Transaction Scams

How it works

These scams take several forms. In one version, you get a text message or automated phone call from
someone claiming to be a representative of a major retailer confirming a recent purchase you supposedly
made totaling several thousand dollars. You are told that if you do not call the phone number provided to
cancel the order, your credit card will automatically be charged for the transaction. If you dial the number
given, you will likely be asked to provide your account credentials or payment information so that your
account can be “credited.” The scammers will then use that information to steal your money or commit
identity theft.

In another scenario, a scammer, posing as your bank or another company you do business with, calls
you or sends a text message saying that fraudulent activity has been detected on your account. The
scam artist may even say that your account has been

deactivated as a result. In order to confirm that the

transactions were not made by you and/or to reinstate

your account, you are asked to provide personal

information, such as your email address, debit or credit

card number, PIN number, and/or login information,

either directly to the caller or by clicking a link or dialing a

phone number.

What you should know

e |fyou get a message like this, do not give any
information to the caller, click on any links, or dial
the number provided.

¢ Instead, contact the company through a verified
telephone number or website to confirm whether
there really was an unauthorized charge made to
your account.

¢ Do notreply to this type of text message, even to say
“STOP,” as this could validate your phone number
to the scammer and open you up to receiving
additional text scams.

e Do notrush to action before you have had a chance to calmly think things through. Remember that a
sense of urgency in a message is a red flag of a scam.
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Romance Scams

How it works

Scammers create fake online profiles on social media or dating websites using photos of someone else
or Al-generated photos. They are charming and profess their love quickly, even though they have never
met you. They often claim to be living, traveling, or working abroad to explain why they are unable to meet
in person. They then make up stories about how they urgently need money — for emergencies, hospital
bills, or a plane ticket to finally meet you — and ask you to wire it to them. Of course, you soon realize you
have just given money to a scammer whom you can no longer get in touch with. In another twist on this
scam, the criminal offers to help you invest in cryptocurrency, but any money you “invest” will just go to
the scammer, and you will have nothing to show for it.

What you should know
e |f an online date asks you to send money for any reason, itis a scam.

e Be suspicious if an online romance is getting very serious but the person is never able to meet face-
to-face.

¢ Never agree to open a bank account for someone, transfer money, or reship goods they send you.
These are signs of money laundering, which is a criminal offense.

Charitable Giving

Be careful when donating money to a charity, as not all of them are legitimate. Even properly established
organizations spend varying amounts of the donations on the actual programs they support, soitis
important to do your research.

Before you donate:

¢ The following websites can help you
determine whether an organization is
reputable and how likely it is to use your
money effectively and efficiently:

o BBB Give.org (give.org)

o Charity Navigator
(charitynavigator.org)

o Charity Watch (charitywatch.org)
o Candid GuideStar (guidestar.org)

e Consider donating only to charities you
know and trust.

¢ Never give out your credit card or bank account information to a telephone solicitor. Instead, ask the
caller to mail you information.
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RESOURCES

Attorney General’s Consumer Protection Division (CPD)

consumer.ga.gov
(404) 651-8600

Military OneSource
www.militaryonesource.mil

U.S. Armed Forces Legal Assistance
legalassistance.law.af.mil

Servicemembers Civil Relief Act Website
scra.dmdc.osd.mil

Georgia Department of Veterans Service
veterans.georgia.gov

U.S. Department of Veterans Affairs
va.gov
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